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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
Dickerson et al. 

Application No.: 09/932,408 

Filed: August 18, 2001 

For: METHOD AND SYSTEM FOR 

MAINTAINING SECURE SEMICONDUCTOR 
DEVICE AREAS 

PRE-APPEAL BRIEF REQUEST FOR REVIEW 

MAIL STOP AFTER FINAL 

Commissioner for Patents 

P.O. Box 1450 

Alexandria, VA 22313-1450 

Dear Sir: 

INTRODUCTORY COMMENTS 

In response to the Office Action dated May 10, 2005 finally rejecting claims 1-24 and the 
Advisory Action dated August 24, 2005, Applicants submit the following remarks. 

REMARKS 

Reconsideration of this Application is respectfiiUy requested. 

Rejections under 35 U.S.C. § 103 

On pages 11-16, the Final Office Action (hereinafter "Action") rejects claims 2, 4, 5, 10, 1 1, 
17, and 18 under 35 U.S.C. § 103(a) as being unpatentable over U.S. Patent No. 6,088,262 to Nasu 
(hereinafter Nasu) in view of U.S. Patent Application Publication No. 2003/0212897, which is the 
publication of the instant application. The Action refers to the Publication as "AAP," which will be 
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used in this response for consistency. Applicants note that the Action also appears to reject claim 
24 as being obvious over Nasu in view of AAP (see Action, pages 11-13) even though claim 24 is 
not listed as being rejected in section 1 1 on page 1 1 of the Action. 

Applicants respectfully traverse the rejection as the Action fails to establish a prima facie 
case of obviousness. 

On pages 1 1-13, the Action rejects claim 24. Claim 24 recites: "A system for obstructing 
access to a secure area of a semiconductor device comprising: a microprocessor core; a decoder 
connected to an output of the microprocessor core; a control line connected to an output of the 
decoder; a circuit for supplying output data; a data output line connected to an output of the circuit 
for supplying output data; and an AND gate having a first input connected to the control line, a 
second input connected to the data output line, and an output connected to an input of a buffer; and 
a port implemented in the semiconductor device for connecting to an in-circuit emulator, wherein a 
line on the port is also connected to an output of the buffer, wherein when the in-circuit emulator 
requests access to the secure area, the microprocessor core generates microprocessor signals for 
decoding by the decoder, and wherein the decoder decodes the microprocessor signals and generates 
a control signal on the control line connected to the first input of the AND gate, and wherein the 
AND gate outputs an obstructing signal to obstruct access by the in-circuit emulator to the secure 
area ." (Emphasis added.) 

For at least the following reasons, the combined teachings of Nasu and AAP do not teach or 
suggest all of the claim features to render claim 24 obvious under 35 U.S.C. § 103(a). 

Neither Nasu nor AAP teach the sequence of events that occur when an in-circuit emulator 
requests access to a secure area to obstruct access to the secure area, as recited by the claimed 
invention. Specifically, Nasu and AAP do not teach or suggest "wherein when the in-circuit 
emulator requests access to the secure area , the microprocessor core generates microprocessor 
signals for decoding by the decoder, and wherein the decoder decodes the microprocessor signals 
and generates a control signal on the control line connected to the first input of the AND gate, and 
wherein the AND gate outputs an obstructing signal to obstruct access by the in-circuit emulator to 
the secure area /' (emphasis added) as recited in claim 24. 
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The Action relies on paragraph [0030] of AAP and column 1, lines 55-57 of Nasu as 
teaching these features. The following will first consider the teachings of AAP, and then the 
teachings of Nasu. In paragraph [0030], AAP describes the components of semiconductor device 
20 depicted in FIG. 3A. AAP teaches that the semiconductor device 20 may include microprocessor 
core 40, supervisor mode memory 44, and support or glue logic 46 connected to control Une 50. 
AAP also teaches that the support logic 46 may include a decoder and that an in-circuit emulator 
(ICE) 10 may read and write to the semiconductor device 20 through port 22 (se AAP paragraph 
[0028]). AAP teaches the protected secure areas are the supervisor mode memory 44 and secure 
registers (see AAP, paragraph [0030]). On page 12, the Action equates the claimed 
"microprocessor core," "decoder," "control line," and "in-circuit emulator" with the microprocessor 
core 40, the support or glue logic 46, the control line 50, and the ICE 10 of AAP, respectively. 

However, AAP does not teach or suggest a sequence of events that occurs when an in-circuit 
emulator requests access to a secure area that leads to the output of an obstruction signal to 
obstruct access by the in-circuit emulator to the secure area , as recited in claim 24.. Particularly, 
AAP does not teach or suggest the ICE 10 requesting access to the supervisor mode memory 44. 
AAP also does not teach that when the ICE 10 requests access to the supervisor mode memory 44, 
the microprocessor core 40 generates microprocessor signals for decoding by the decoder of the 
support logic 46. Lastly, AAP does not teach that the decoder decodes the microprocessor signals 
and generates a control signal on the control line 50 that obstructs access by the ICE 10 to the 
supervisor mode memory 44. 

Instead, AAP teaches that if a user issues a software interrupt (S WI) to direct the 
microprocessor core 40 to change into a supervisor mode, the secure areas of the semiconductor 
device 20, such as the supervisor mode memory 44, may be available to the user at port 22, 
completely defeating the purpose of a secure mode (see AAP, paragraph [0030]). Nowhere does 
AAP teach that the ICE 10 requests access to the supervisory mode memory 44, and AAP also does 
not teach the microprocessor core 40 generating signals that are used by other devices to obstruct 
access by the ICE 10 to the supervisory mode memory 44. Hence, AAP does not teach or suggest 
that when the ICE 10 requests access to the supervisory mode memory 44, the microprocessor core 
40 generates microprocessor signals for decoding by the decoder of the support logic 46, and AAP 
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also does not teach that the decoder decodes the microprocessor and generates a control signal on 
the control line 50 to obstruct access by the ICE 10 to the supervisory mode memory 44. Thus, 
AAP does not teach or suggest "wherein when the in-circuit emulator requests access to the secure 
area, the microprocessor core generates microprocessor signals for decoding by the decoder, and 
wherein the decoder decodes the microprocessor signals and generates a control signal on the 
control line connected to the first input of the AND gate, and wherein the AND gate outputs an 
obstructing signal to obstruct access by the in-circuit emulator to the secure area ," (emphasis 
added) as recited in claim 24. 

Referring now to the teachings of Nasu, similar to AAP, Nasu does not teach or suggest a 
sequence of events that occurs when an in-circuit emulator requests access to a secure area that 
obstructs access by the in-circuit emulator to the secure area, as recited in claim 24. On page 13, the 
Action cites the read protection means described in column 1, lines 55-57 as teaching the claim 
features. Applicants respectfully disagree. 

Nasu also fails to teach any similar sequence of events performed by the read protection 
means as that recited in claim 24. The read protection means of Nasu is further described in column 
5, line 5-colunin 6, line 14. In this section, Nasu teaches a read protection control circuit 107 that 
may be used to prevent data from being written into or read from a memory cell array 100. Nasu 
teaches that the read protection control circuit 107 sets the read protection for the memory cell array 
100 using the read protection setting signal 1 17 (see Nasu, col. 5, lines 63-67, also see col. 5, lines 
5-18). Nasu teaches that the read protection is set after the user of the microcomputer has 
developed a program and written that program into memory cell array 100 to protect the written 
program from being copied by third parties (see Nasu, col. 5, line 63-col. 6, line 1). 

However, Nasu does not teach or suggest that when a third party requests access to the 
memory cell array 100, the read protection control circuit 107 (or along with other devices) 
generates a read protection setting signal 1 17 to obstruct access by the third party to the memory 
cell array 100." Thus, Nasu does not teach or suggest "wherein when the in-circuit emulator 
requests access to the secure area, the microprocessor core generates microprocessor signals for 
decoding by the decoder, and wherein the decoder decodes the microprocessor signals and generates 
a control signal on the control line connected to the first input of the AND gate, and wherein the 
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AND gate outputs an obstructing signal to obstruct access by the in-circuit emulator to the secure 
area ," (emphasis added) as recited in claim 24. Therefore, the combined teachings of AAP and 
Nasu do not teach a similar sequence of events occurring when an in-circuit emulator requests 
access to a secure area to obstruct access by the in-circuit emulator to the secure area and do not 
render claim 24 obvious under 35 U.S.C. § 103(a). 

Accordingly, claim 24 is allowable over the combined teachings of Nasu and AAP and 
allowance thereof is respectfully requested. 

Conclusion 

Applicants submit at least one clear error exists in the final rejection mailed May 10, 2005 
by the omission of elements cited in claim 24 required to estabUsh prima facie case of obviousness 
under 35 U.S.C. § 103(a). AppUcants also request entry of the amendment filed August 10, 2005 
and beheve that this amendment places claims 1-9, 1 1-16, and 19-23 in condition for allowance for 
reasons analogous to those give in support of claim 24. 



Respectfully submitted, 

Dated: ocrrai, ^^o5^ 

B y ^^C^^M/^ 



Edward W. Yee 

Registration No.: 47,294 
VENABLE LLP 
P.O. Box 34385 
Washington, DC 20043-9998 
(202) 344-4000 
(202) 344-8300 (Fax) 
Attorney For Applicants 
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The Privacy Act of 1974 (P.L, 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1 ) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1 . The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1 .14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 



